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(54) CIPHERING DEVICE, DECIPHERING DEVICE. AND CIPHERING AND DECIPHERING 
DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a ciphering 
device, a deciphering device, and a ciphering and 
deciphering device having resistant property against 
deciphering analysis by means of measurement of 
electric power consumption such as electric power 
analysis and electric power differentiating analysis. 
SOLUTION: An intermediate data control means 123, 
by using a random number outputted from a random 
number generator 140 as an input, executes a random 
number dependent intermediate data change 
operation to change intermediate data depending on 
the random number at the time of generation of an 
intermediate data change request, and controls to 
offset an effect of the random number by applying the 
random number dependent intermediate data change 
requests for a plurality of times. A ciphering operation 
means 121, by changing its state depending on the 
random number dependent intermediate data change 
operation, executes a ciphering process for usual 

sentences, outputs a ciphered sentence not depending on the random number. A random 
number dependent deciding means 122 issues the intermediate data change request when 
judging that the present processing stage of the ciphering process is the processing stage to 
apply the random number dependent intermediate data change operation. 
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ipc m%\ #m 

G09C 1/00 610 
[FI] 

h mm 

G09C 1/00 610 

[«■!*]* 

30 

[±H»]28 

[ttMNWiWFl 1-1 14230 
[UP B ] ¥fi£l 1 ^4£ 21 B (1 999.4.21 ) 
[ttfiSA] 

000004237 
B*ttSil*xe^± 

mms5iSESETg7Si^ 

m& K: 

[ftHA] 

100088890 

[#a±] 

[■T— T=l-K(#*)] 

5J104 
[F*-A(##)] 

5J104 AA41 JA07 JA13 NA27 NA39 

[#i*i**a>lfiii] 

*f-t£ifr«Hb*!ui£3ifTU ^K¥:fc£BWbLfcf]t^:£T-;fcoTiiijiBa&£^ 

[S#JS2] ft&£ttJ*^£fti!&£Jifc£B<t. MISa!!S±fiJt^g^P ) ai*^'Sa»^ A7DtLT, B&#<b«L3^#<D 

-ri)Bt^b«as^iif7L, tyi£¥:£m^bLf::iii«T-&oTiifliEft»^ 

iifjieii^biiii¥j£i^£i»§^bffis<7>^ 

gte^r&in^nbggo 

liateft3a£Ji!Uggfr£ai;ft£*t&ft^ 

3»l^#LTftdai»»#jl®*fAli^$iiai$M*^^*<7)|g^f3#^T-ffdiiM*iJ{»¥lfti:. 
TO^ATJ.tL.flffiiia^Jffli^lS^cfcSSLSSflc^JSJiJf A^irtt#LT^{il*^^-froo^M¥Xir*f-r*Bg^ 

sg 

[»3&g4] □>ea-^vxfAj, a.B$tfi a-r6SL&£j££g. «rEft»£j*iSB*&fl a*ft*a** a* a. 
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i®#a8a##4>iw^-*£^i£ft£jiffl^#M&^^ 
»«+sci*afti=tt#LTfT5a«tt#fttt#tt*£^^ 

iiJjiB&tttti&flJta^fSlCcfcSaSltft^ 

zm'nu =ai5¥:fc£ii§^bL7=i®^:fcT*;fcoTiiiriBa&^ 

IS, fc<fctfffiIBIfc^<b;1iir¥l&lc££>i£^bM(DSI^ 

Ci«3R^6] z]>ei-^i/XxA$,ai8[^tb*-r-SfSLi!a^i5ESS, fflIBa3a£j££MA^tti:fc£ft6a&£Aa<!:l, 
T,Bf^bM*lc£l3MlcftAir3£ifTM(DiIMI$ffl^ 

TttSS£S^b£t^oiSl£¥:£lc#^£>i»t#<bffia£fl^U^I£^ 

(7>tii*ir«c#L^LNiii-^x^m*-rsii§^<b;ii&^s, *> e fci;ffiiBii§-^<b;ii^©iCcti)ie^b«ia(D«! ! aisiig/)<sL 

»tt?¥&sftAi£^£®ffl^#Maf£ig^fci>^ji^ 

^i-^ais^it^^^fstLr^^i+sfrftcDBt^^bM^n^A^iB^LfciH^jeift:,, 

i&TLtzzt&ftWct-r&m xmi , §s*Ji2. ^tzitm^m3umo^mtmm.o 

mm$m?zt%^immzrn7?i*&tmLtzzt$:ft®L£-rz>%n mm*, m-xms, ^tzitm^me^m^mm^o 

iwiEaait^i^eA^ai^ftaagiteArt^^ 

xiz^-t^m^mm^mnu mm^x^m^Ltzw-^x^xmm^±mMcomttiziiinuj:i^^tiitiir 

[f»*3Sio] as&saja-fsa&^fiJci&fi^ 
afriBa&±j?fcge*^aj:fc£;h.sas8[£A:fc^ 

(cft-taa^a^nfru ^mm^^m^Ltz^xh^xm^m±mM<omtiizmnuj:^w-^aiti-r^ 

ftjfB«^;iiir¥i&ic<fcS!g^a<7>^£<DffiaK^ 
\^tzmts\z.mu&wi*muw^mztt*&&wftfofcfem**§k'tt 

[t*#isi 1 ] ata^ta *-r<&a8&±j$£g£. 

H&lBa&£J&lgS^<bm:fc£ft&a»£A;&<tLT^ 

ic«c#LT«5ais«c#ga»AS^^®®i^w^^^*a)^±B#^T-ftaiia$<j^#is<t, 

ffiiB«#;ii3i#j&ic££«#&a<*>M&ig;b<^ 
iffliBigsfri^i£ictt^£gsB*fflfc£^*£*^ 

T, 1fi^i8!aiifT c t J l-j&?c&4 l W'7 i — ££i5L3&lc^#LTlScfb£l±'5SLf&ttc# I f , Fffl"T — 3'!S5sESH^£ ( t l fifl"7 i — ^HtlEII 

^ijffli-r^^fflf 1 — ^fiiffli^is. Bg^x^A^tu, bJisb* m^-$mw^mz&&w&m+'pm'T- z$zmmmz&nL 

Tt^Sl^^^b$i±OOSiSie#Alc^^«#M^II^L.^^Bf^A^^Uc¥AT-fcoTMffia^^g0 
tli*lc«c#Ud:^^X^ffi*^i)ffi#;1ia^f6, &J:tmieilfXI¥ai:J:i(tfAia>ltft«)ftlSKmtt 

[|»*^133 a^ei^^xxA^aRfcUArsaRsasw. BfjtBaa^fiKige^aji^ti&aii&^AAtL. 

r,&#ffia¥^i^iimii*£*^6c<!:^»<Dffia*i&#<D^^ 

«^>zt£aii»ictt#LTtT?asafs^£tt#ii^ 

(Dffl;fca<a»i3&??Lki^5i::isim»tt?¥^ Bt-§-^:^A*tL.fi 
te&tt^iKiiHi^&Kc^aiatt??^ 

itijfB&#;iiir¥i£i~£S£#&a<D5t£0ffiaj&i«a<a»^ 

r»a*M*i=*HW(=»A^**fta5ia>aHi*iiii(D*s*a*i=»#LTff5a»tt#»E» 
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Tftm&m.<t£i£^%mm^$LizMi-$>m^mm£n'fTL. %m&^tt&^Ltzw-xx-&r>xm?i%L&.£.rfi!&w.<D 
mjiizteftLUi^ttmn? zm^mw^tSi. &£tfift%zm^m&^miz&%m^mm<Dmm&^t<&&i&wmm 

m<»®M£mT%&^m.-?n7=7i±zmmi.tzz\£Zttmt?z>m *nn 2, r**i 3. ^itniMi 4G«ta>tBftflt 
?-^w&itt&fflmmm*&z£\z&r>xft&o>ih¥k*w^&&o\zm^ 

f-ii£lc|;ty$I^ax-$T?;fcail^:fc££^ 

TffliEii^b-k^sig^Ki-^&ie^bffia 

^£&aisigT?&£<t¥ij0ffLfrJt£i;,8aiB^ 

&m^®££ffix-tzz:£$ft®i£-?z>v§^it-m^mmo 

iiiisBa»±fi£sej&^uia*naa»£A;fc£LT.i©#M 
x>mbow£^ffi£<»mfcfc<»*fr*mmzn'uzfr&&m^ffi.tt^ 

ttm&mmft&§k<*ftfo&fcm*<r>m±ft&X'?i i\ awitmt • da * tfafticttsuci^icstt 

a»«c#^#^iK^«^^S'j{wr^)^»iK*j^i^ist, 

ffia^-$fc<fcimart^£A:&£UffifEiM*#ii^ 

$tbooig#<b©aasj:tf«-s§-flia£ii*TU ^^^artgA^^^bMT-fcofc^^irii^saia^-'S'T'fe^^s: 
*ig#^bLfriit#Ar*fcorMfHSL!!Sfc±j$ss<7)ai*ic«c#uj:t^B&-^s:^tii^L, ^i^«iai*i^<«#«iar-fcofc 
|i£i::iiaK®ar-$T*fc&Bt«£m^Lf=¥:£T*&o^ 

fS^fiSjtfrZ^#8tt-rSI©^<b-ffl^So 

[1*#jsi 9] aa^ ai *-r-sa»^^s<t. 

miBaii»^^«A^to^^saia^A^tLTsie^b^afc«t^«^«ia*icm0Micif A-r-ssmssaiisa 
^M0)^^^!»ictt#LrtT5aiate#M®^Ali^$®®^M/*^s*(D^^^^r-tTaiSS*iita)^Kt. 
ffia^-^fc<fe^art^$A*<tL.Mises*j^#isi==fc*a»tt#ii©*fA®^ictt#LTttffi^^<b^ooBg 
#^b«ia*SckOJffi#ftia^iifTL> m^m^m^sB^itmmx'S>-otzm^izitmm9&m7 : -^x&^>w-^m^itL 
fc^XT?fc•^T|fri^al»^fi£^e<Dtti*lzfic#L^cL^l^g•§•^c^ai^L, ^iSMrt^^WfflLar-fe-oyiJt^i-i*^ 
i£&a^-*T-fc&8t#:fc£MLf::¥:fcT-fcoTi!rja^^ 

MEBt^V«^;1ilJ¥f£l3j:Siit^bMa;fc£tf^ 
x.tzz\t£&&. tt SBWb ■ m^So 

[t»*3S2o] =»ej.— ^x^A^&^aja^&ais^j&sa. fltFiEa.i!a*jie^e^t>ai^*+t'Siii»^A*tL 
T,8t^bffiasi*T*fc<fctf«^aiin4Mc&^&*[ii]^ 

KiCck^aiaft^^mx-^^^^f^i-ft^LT^^^^b^ooBi^^bffiafc^^ffi^aia^ii^L. ^^ffiaw 
^nt^^bflia-cfcofc^icii^iSfliaT— ^-efcs^x^BS^^bLfcBt^A-c&oTtfrisaft^BESg^ai^icflc 
#u»:^i©-*§-:a:£aj;&u ss^art^A<«Mar-&c)fcJi^ici4^is«iaT : -'S'T-fc-5iif#s:$«#Lfc¥S:r-fco 
TfFiBaiat^^aom * iz^nu^w-x^mti-r^mt ■ OTjiim^s. &t> 1* iciftfiBBS-sHb ■ m^mu^mz* 
*i©#<btoafc<fct;tt#&a<7>s£<7>&aj£ig;^ 

^mt-mnmmzfa^A^tmuzum^o 

[i»#JS21 ] a^ea-^yXfA^. Sl3&£tb:*J-r-&aaa±J5JU£fi, lfIIBa!a£l&&fiA^ffia£*t6a&£A;&<tL 

r,ie^Ma¥^#fc«fci/*t#M^#(Dit™i*£^^£^ 
ff£;h,sffia¥Si#£S}Ri-£c,fc£ft!!aicfc#LTffm&^ 

ffi\ frowft- «#;HS¥sa)ai * 3&ta*i=ft#uj: tta«tt#*fi i »tt*3t»^*«if»-r**f | » : »tt 

ttS§££<b£teooBg^b&afc<fctfm^flia£fifrU SlS^art^^Bf^bMaT'fecf^^lcii^^aT 1 — $« 

T-fe£¥:££ii^bLfci®«T?feoTiiijfBat!&£^ 
axNfeofc^i::ii=!sMffia^-$T?fc&iii#:*£«^^ 

KA<ai!itt#ife#^is^^^^@fflt-^^aMT-ife^i:fijBTLfcii^ic, HiriHife^^iK*)jeai^gefc^-r^^^^ 
[»#Ji22] $«->^xA^.a^ai*-r*a»*)iE^M. BtiiBaia^»iEOT^t.ai*$ti.-5ai&^A*<!:L 

T.Bg^^b^afccfet^^M^lcmiaMlcffAt-^ll^ilSCDiSmf^Mro^^^aaictt^LTfTaaatt^JlSS 

iz^^^nmmm\m^\z^Lx^m^mt^it^^itmmts^um.^mm^mnL. %mi&mfiim<s§^ 

<b©aT-fcofciS£(ciii!j^&ax-$T-fc£¥:fc£lit^b^ 

nt^x^ttiflu s^art§*<«^aT?fcofcig^icii^isffia^-^rfc*ie^x^ig#Lfc¥XT-a5)-DTMiBa 
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fcy,«^s0>i&(caj;fc^£x-*jb<«#£^iit^:£^^ 
±rfLmm.$itSiz-tzzt$¥fmt-f&immi7. i*n8, *tz\zm*.mi9%&m<Dfe^it-mm&w.o 
[»*^24] i©^<bffia<Diigicttj;^£T-*j!><ii§^b£!T?¥X^ 

2tB38<DfB$|j!itt;o 

[i**Jl25] ^XlcjpjtTBg^^^A*t-r^M<b;1l»^K^fii^^-<!:^#S!t<!:-r^IS^JSl . §1*312. ft** 
3, *fcl*IS*«7lEt£(DI©^^Bo 

[i»*«26] w-^i~^xm^im^A^tr^^tmm^momm^mr^m^itmmzfn<f^^mm.Ltzzt 

1 l£7'-l + . g if3fcJil1 5f3i8c0)t§^»ifiiB 

^<t-T-5iS*II12, Ii*Jl13. IS#JS14. ^f=l*lf^16lBm(DiB^I«(*o 

A*<tr*Bt^<b-ffi^>1l®^K<D^^W^*Bt^<b-S^a^P^A^IB^LfcZ<!:^^i:-rSit*Jl20. It* 
JS21. H#JS22. *fcliIt*JS24iBtl(Dl3^«(*o 

[0001 ] 

mwo>m?&&.m#mi m^itm^m^xw-x<D^it^m^^x^m-t^^itmmn^ifm.^m 
gB^fn-r-So 

4bg«T-fta*-a-rui^^^ 0 

[0002] 

[«*©«»] ^*<7>Bg^^«i*. A*^e«ttB^etBg^<b^a^fitffi *^a^^p>ffiis*HTfcy , ;*a> &o 
[ooo3] -rtj:t>*>. Afi$iW& i )^itmmmmt~w-3Lti<Ai3t<*i. w-ttAtiLtzfemtmmgiWiz^itmmo)* 

z^^iiWbffiSWllteBSjb^S^iii^b^flilM^^ 

[0°004] Bf^TJUd'UXACDilg^&ICOl^-CI** BTApplied CryptographyJ (Bruce Shneierg) John Wi 

eley &. Sons, Inc. , 1 996. ISBN 0-471 -1 1 709-9. pp. 623-673jl-|£L<i$'<<o*VCl>£><> 



[0005] 



[*^*<«»L^t-r*SIS] Ji2&Lfcfi£*(D}$fl5lc«fc^iit^^b^Blcl*,B*^(^>^;u-/N°7--T^Uv^)-^« 

[0006] «*<S«?fcJ:i;m*M^<S«fl*s S£<D>^y^UvX*3f 0>¥^<*^/ WXIcfcl^T. ftjZOiftMlzmm* 
Si*7VNVx<D«ftr&fil::^bjb<fcofc*i^lc, 

&LT:fc*<fc3<H^®£*UfflLT.[l^bigB*<¥£^ 

[0007] nti&m j t>ni3£'frMm<m&iizmm-t&tkvt£Lxi*. mi izmmmtt^m^Lxi^^^xn^xi^ 
^^itmm^m^tmmx'^^t.m2iz^m\\xmmLtzmmmtiomt)<mm^m^^x^immpix^ 
*ix^&m^itmmo>$imifc&&mmizE.vkLxi^^t. (r>2&&mi e>;K<5. 

[0008] ^(DBt^b^BCMgBfccbt/ie^b-ffi^fitl^^)!^^!*. ±K<&2/S©IM*#*fc*liTL*5 

iz a 

[0009] ^seej^gwi*. ±2&a>jiSic&<?K Bt#^b^a(Mfiia ; o^^)a)ffliaigfiicfci,NTSLi»ttc#a)«fi8^<b^ 

£Bfccfctfl£#<b-«^gB£^fr)£ffi«1-£z < tlcifcS 0 

[001 1] ^fgWIcM-r-S^JfcftWlC^-T'S^I'F^tLTI*. #M¥9-230786#^ffifcJ:i;^¥8-5040 

67#^«5A<$)^ 0 

[001 2] ±j$0)^l8^9-230786^ffilC|B©$tlfctt1iS(T ; — SitDBf #^b^;4 &i;^B) I*. S&JBtt-PltJPfiVK 

^R&jh-rsyi^OTfiiairr-fey . v§mto>tpm%sm ^mmmizm-r^m^-^) ^mzizmn^it-riz^it^^^ 
itmttmz&ftLxMitzv&toxfoZo 

[001 3] stz. ±monmw8-504oe7^miztm^tz^m(^itmm^m^<D^m^Htzm^mzm^^y5 
mt$*itmmit* nxmmmmz. ^itmm^m^^'M-^^Htz^mn^mwimizm^u mttmmmm 

tt\zfsimtfm&)a-\:ir%tz#)0>tliffix&>&o 

[001 4] z*iih0&ffiv%E$iffitiLffi : £m#--£t>i*tztiiffix\*. fi^wicajTj^tt^Bt mzz&mz&ftLUi^oizir 
z>ztitnmzmMX'&& 0 

ztuzKLx % *mm&mt%im\z. %L®L£.fmm.\z&-ox& tiZ*i*>im[ztm\.u^^x*te *-r*<tL^tis 
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[001 5] 

xmmti&&f&mw.<D m t> ictssumrtraxs m -h -t^^mM-^nt. fluent mtmm^miz&z>vsmtmm<D 
m&<Dmm®m<&t&&&*fflT-5&mmtt&mmir'<zmm®.mx'&&tpm 

[0016] &tz. *mmo>femmw.\z. &&%i±fiLmmk. ttimawL^^m^mti^^im^x^ 

tLx.^imm^m2<Dnmm&7kj£?z^tvm$&<Dmm^ifc$<n&fti&<D^^ 

w^®L<Dtefttf&mzm*\~u\.^\zmm&WL&ft§kftttm^ 

^&^iftiBBWb;iisi¥f&i::«fcsra^bffia 
xtb&tn%\~tz^\z % miik&ttmnM^mztt^&§k\*ftmfcw^ 

[ooi7] £*(c,*sgijH<7>Bi^b!g©i*,a!&£ai:fc^ 

*kLx.m^tmm#izig®toizm\?zmftmm<»mmmm<D&m£&mz&GLxfi5&&^ 
mmmmfcmmntnft&tif&xmmmfflm^fstt. w-x&xxtL. m^mmum^fsnz^inm^mmwxm^ 
iztenLxftrnzmitzv^^m^xizfti-z^immzmfiL^mw-ttfe^ 

&&itiftmmw\mft&mm+*z&mfSiffix&ztnmuzm£iz > m&mmMM 
&?r?&&&&frte&j£^&Lt&mi-&&oizmm?%zt^mx3b?>o 

[0018] *mw<Dm^ ; 8im.\*. m.mzttiti-? ^m±t&mmt. mu&m£.m!&mfrz>mjiz*iz>imzAtitLx. m 

^mmn?iwz&w£*mT-$t:im\zten^x&\ttt&&WLmi 

±m&X'ft^.fr^m&mmi*MT-$nmft*m.m&mm^ 

s^wf-^tiiwsi, Bg^xsAatu mm*mT-zuw^mz&&&mmi^m?-*n.^mmzm*L.xtfi 
mzmtzi+^mmvg^xiztiirzm^mmzm'ttu ^mvm%^m^Ltzw-xx&'oxmtm^±^m<oiiiti 

m32.mft£mm?*zmm®mxfoztm&TLtz®-£iiz^ mwm ; f-^mm^mz^-rh^m^r-^m.'m.m^%^ 

[0019] ^mm<Dm^mmit.m.^mtii-^m±^mmtsmt&^^mm^mti^^iim^x^tL 
r.ia^a^£<3SifTiiij?£*^£c<!:^it3aOT^ 

<z>ai7j*<§i»ictt#L&^<fc5iciiim^ 

n*ru ^KBt^xsa^LfcTXTpfcoTfliffisiis^ mis. 
«#>it»¥ijsi=«fcatg#&a<D!££<7>^ai£ig#^ 

tbaimx&Zo 

[0020] $t>lc % Mn<0tt#SBI». SLSK^Ui^^-'Sa^^et. lffitEft&£j£!gH;!>^lil:fc£*L&SLl»£A:&£ 

LT.«^&a4M::m0fticftA^>itfTii&(&ji&i$ra<D^ 

wcDtoMz&ftLte^w-tttiitii-zm^mn^fSLt. mum^mn^mz&z^mmnmmf&vitf&m&iftmm 
m AMft$mmi-'<zmmfs>v£x&$>£mmLtzm£\z^ M&*j£Mm¥m=tt+&mjffin*%x**itft-t&$Li!i 
&ft&&ttfSi£&m?z>&oizmf$.-rz>^£ : b'*jmxfoz> B 



&&<Di&mzm®?&&oizMffli-&tpmT-$fflw^fSL£. mm^-^^Mm^^Atiti^ m^m^-^u 

mto&tf^immx&^tzm£iz\*mm&m?-$X'&zw-x£&^itLtzfettx&^ 
iz&nLtei^mz&ttitii,. ^m^m^tm^mx^tzm^\z\t^m^^-^xhh^x^m.^tzw--siix 

Bg^Mafc«fcittt^a<7>si£0&aKi@jm3&fc^ 

[0022] &tz. *&m<Dv§mt-mm&m.i*. tL&&ttiii-tz>%im±mmmt. mt2ii®.±f£mmfr*tiiJ3Z4xz%i%L£ 
A^tLx^^it^m^m^^um^mm^m^(Dmnmm^mr^t^m^(Dmm^m^om^<D^t^ 

£B#j5T*mv^oBg^b-ffl^;iijj#f$<&toA^ 

&a^-$T*fc£¥:fc£l©#<bLfdli^:fcT-fcoTffi^^ ^Mawi* 
X^Ui 2j-f£Bt*Hb • S-^;H»¥l6«t. flriSBt^Hb •!S#)1IS¥Slc c ki,Bg^bMfc«fei;«#«ia(DS?Ea)«iS 

[0023] ££>lz s *§£W0>VBmt-mm&W:l*. a»^m*-r-&aia^J«S®<!:. «UI5iSLSt^)$SMA^t±i73$ti§SLSft 
£ A * a.T , B£^bffl3fc<«;ffi^M4M::it@ 

tti?Jl@SA^^$Ji5lB#W*S^^<7)fg^B#j||r-ff5SS$iJ{i9^fgi:, ^a^-*fcJ:tf«iaW§s£A2l<>:U fllfB 

iis*j^¥®iCcfcsa»»#iiSifA^f^ictt#LTttS£^<b^i+ooBt#<bffiafccki;ffiMa$ii«L. ^mm 
ai^tfBWb&aT*&ofrig£ici*^i£&aT-$T-fc^ 
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ic&^utiMit^x^aiau^i^afl^ 
BWb^afc«fctm^a<Dgi£<7>ffiaf£iigjm3»^^ 

[0024] 

[0025] (1) SM t7>HME0>ff^ 

mi i*. xnwomi <Dmm(j)BWnm^mmtmm.<Dmm.^irya^mx^ 0 

[0026] *£ffio>Mi=ft&ire<t:&Bii« a*&bi i ot. mmmmj&mt 2ot. tmmmi3ok. am±f&mm 

i4ot, tbagsi 50<t£#A/-eiiifiic£*iTi^o 

[0O27] Ztlt>c7)!gBI*. •?-*t J 6*t.«llllS^<7)«k ; 5lCib^-r-5 0 

[0028] A*^ei 101*. m^itmm<DttMLtte&¥-ttmimmmm.-i20iztti,xmt&-?z >o 

[0029] n§^b«ia^ai 201*. ftia^^ai 4o^e.t±s*^<S3a.3aiA*^Mi 1 o^Aa^-s^s^A*).!: 

LT, ^IS^F&S'B&'^'fbfl&aifiiBl 20rt^lc|§lSift$^x/iM(B&-^'(bM)"l?BS-^-'(bLfcBf#^:$-lll^)^Ml 50^£>tti7J'?' 

[0030] zz-e. n§#Mai8Bi 2oi*. mmtmu^tsii 21 <t. sLS&tftfm&^iBi 22^, ^w^—nw^Ki 2 
[0031 ] mmtmm^m 21 i*. a*h£bi 1 o^iiLrm^ti-5^^ A*j<tu i£#<b;iitws:i 21 ic^s^it 

^£>Bt^b&£m^T^K¥:fca>ie-^b£fT : 5o 

Bf^b;Hm¥ei2i I*. r^M^— 5»*J(Si¥iai23lc^itiHf I -^(^W7 i — S«fH1SgUi3i lci§iiirt£;h/c^irr-$O0> 
ai8Uctt#Lfc£Mj£g(tTtflS£^b£^OOBg^te^ 

u siisiwic^isspx^ie^bLfciig^^tii^-r-So 

sisiig^ai!afic^tt/*S¥iai 22icin*(z^iccky. ®^^asi®r-ai!S)tictt#u=iKgia)^<b$±i:^i±-5ci:jb< 



[0034] fc*>\ ^rar—S'^j^^ei 231*. slskac^^wt 1 — S'^n^f^^^iiiiiffl-r^ztict-o-c, a&oa&ss 

LfcAbt, SUMirffi^S^Bf^Jci*, Sl»£l5)c#fS:i 40A^tib;fc£*t&ft5!SI={&#Ui:iV 
[0035] IB1t^Sl30l*, (ffflf 1 — $»l5ji$P131^ii^.rL^o 

[0036] ^ftlx— SILMf SM 31 1*. B§#^b«ia^fi1 2OA<fr?ll^b&a4M=«ftr6£^0>fc.S*fWf ; -- Z&teWi 

i*. +h.-t— ^iHiigpi 31 icte^ft-ci^fflT— jiwraf-^iafKi 23ic^T^^^-s. 0 

[0037] slis^js^si 401*. Bg^<b«aa^Bi 20<feysL»^*^^sitisy. ^isasa^^m-^ics^L^ie^ 

Ma^si 2oicsL»^aj*-ri>o 

[0038] @2I*. *Hfi6a>Pffi(C^-i,Bg-^<b^BO)«tta^*-r3ii*1.0T'fc^o 

-OftiSI*. ¥S:A2iXt^A1 <t. *ffl^-^^#WIB$^;Vr^A2,t. SLI»ai*X^^A3i. SL&t&#*[!fi 

[0039] mz* mits&v m2^mLr^mm<Di^mizm^mmtmm.<D±^(DWimz'Di^xmmizmBM-r^o 

[0040] . Bf^Hb^m^L^X**, A*^B1 1 0fr£>Bt *Hb*&a!gBl 20M(DBf ^<b;H»^Sl 21 icA^Jti 
&( i2fl)Xf^A1) 0 

[0041 ] Bf^b;H«ISi 2H*. BWbHH^f&i 21 ic^SBt^^ffia^SS^fliafftPg^SLISftcStt^^^i 2 
2lc£iJ2|-r&o 

[0042] ai»flc#14/*^^ei 22I*. Bg-^-fbiUff^Kl 21 <feygltIRof=lif-^<b;1I^^Sl 21 (©OTKPglcgB-r-SIt 

*g£Sic. ^cDBaKPt*<*wr-'5'iHitaJi 31 ic^irt^yc^ra^-^^aifticflc^LTiE^^aiapgT-ifes 
23lc4'W7 I — s»^M*^tu*-r-5o 

[0043] ^ra^— S»*llffll*fSl 23I*. ai»tttfft±*3£^f&1 22*^0) ^RSjT-^M^JfctffcSfrSA^JSTatX 
[0044] ^RUT— frWS^f&l 231*. X7 L <^A2T*rtf>rar-^^^^A<fci>J<!:*»J^Lfc^lCl*. ^f^RH^-? 

£M#£git3*y. asafi*(SLi!ts*{i#)^sti!j^jiEMi40(ciiy. ^ummm^m^iz^^xnim±s&mm. 

140*Nf,tb^$+vfcSlia^f»S(^^A3)„ 

[0045] st^sitaao^wx-sfiw^Ki 231*. tmmm.i sort^^Mx— s»tBitaJi 31 icteJ&teti-ci-^*™ 
T-^(Bt#<b®a¥ifti2iA<iit^{bffia<D*raisieicfc^T^tt-i)T-^)^gitroofcftai=tt#LTSgM-r* 

[0046] mmtmw^m 21 i*. x7 L ^A4o>ai»flc#4'WT ; -^^M^ftA<$i7Lyc«ic > ^fci*x^^A2r-r4> 

[0047] mmtmU^m 21 I*. llt^^bM^-KI^II^TL/i-«!:T♦Bg•^^b«laA<$l7Lf=A^SA^^i|aJ^•rS(X^•v^ 
A6) 0 

[0048] mmtmm^m 21 i*. x^^A6r-rBt^<b«&a^-isiigiitTLfcctT-iit^<b«iaA<*i7L.fcj«!:i|ajsLf= 

Jg£lZl*. tti*^Bl 50|CBf^^tti*L(X^v^A7). ±t*0)«aa$iSil7*-tti.o 

[0049] -15. VfemtmWm 21 I*. X^•v^A6r♦^llg^b«laA<^^l7Lrt^^^:L^Ji:*lJ^Lf=^t^(llt^<b«va^ 
f£3S£*iT^£>i&£) icli. Xx>>^A2lcfijffli^MLrii&#<bfflLa^^-tt-5.o 
[0050] *nm<r>WM\zte{i&%i%;\z'3[,sT%m-?Z> 0 

[O051 ] *H«50>ff2iig-t?l*. Bt^btoac7)«WKIKr-^^r-^(*Mf ; -^)/)<a!!SfeJC'te?¥LT^<bLTLNSf-tf> 
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w±T-*<D&w\z^rmmwt)o>mttf&£xi^<Dfr£pm?&ztfimm~u ; bo 
[0052] (2) m2<Dnm<DBm 

[oo53] ®3Z®m-?zt. *mM<r>Mm\zmzmmtmw.te. A*>gg3i ot. v§mmm&W32ot. Kit 3£g33 

[0054] Ztlh>0)mW.l*. IBl6Jfc©J:3i::lMFr*. 

[0055] a*^B3ioi*. &^\t&m<»ttn.bu&^x*^\mm ! m.W32.o\zni.x&i&-?i> a 

[0056] Bg-SHbM*gm320l*. ^£j$£B340^>itii2)£;h,-5il$S[<»: A7Jl£g31 0<ty AJlZtlZW-Xt&Atlt 

lt. M§i£¥:*£Bf^Mg!£M32o<7>i^i=te^^ 

K)057] ZZT?. Bg^fl;MSa320li« Bg*HbHm¥IS:321 <t. a»ttc#tt*S¥IS322i:. &ft#ttfil9P¥H:323 
[0058] Bf *Hb;H*¥!6321 1*. A*g®31 0^ilLTtt^+vi)¥X$A*«tL, B§^b;H^¥fft321 lct&fcte*l/C 
llf^b;1lg¥K321l*,r&tt#il£flHfl^ 

£j£gifT#gg££<b£l±ooiif^«3(«3»<7)&S^^ 

f©^b;ng^is32i i*. Bf mtmmn , fr'p<pm®.(Dttf&x% mmtmm^&32i iz&zmmt&mom&o)®: 
mscmz sii8i«c#ttsfe£ ^e322(ci^5 (c*u= j:y , js«j^«iaepgr*a.saicttc#Ly=ttsi(D^<b* ^c^-t+^ct^ 

[0059] aiSttc#14^S¥IS322l±. flf *Hb;HSi:^fS321 A<ffi*-r*Bg^b;Hfi#S321 <7>Si£tf>Ai3fS:Bg£A2l 
£LT. ^^aS^lcS^LNT^^ilS*j^^K323lc^^^iK*^S^^ ffi ^^^^ANg^^^JBf r^^^dSJ* 

l*^#^iK«)JjSP^®324|c^^iK3i^^*^ttJ*-r'5o 

[0060] ^^HS»J!»¥lft323l*. aiS»#l!t*S¥S322j:ytli*^tt^#^lKj*^^^A^U:Ji^lC. SLUS 
£j£lgfi340ir&$ft^#^£;il£c,!:lc£oTa&£SmUSm^ 

^S32 1 <7) ai -h w&itLtei^tmwLa&^itvbm^ffizonmmtoik^ t$&zfr£<D4&m^&&&nffLx* 1 

8f^b;1tS^I&32i <Dtij^A^<bL^L^J;3^^ISc7)^S^|»|^(OS#?K^4 J A N ^(Ollff®S^^^(^l^lc^fT"^''2) 
[0061] ftfc\ «tttttttl1tP¥»323l*. HtT^0)cfcdlcfe#{b;1IS#l9:321 C&tb^Sl&lcflc^Lfc^cfcdlc&l&tti? 

[0062] fB!I^e330li, *P B 1^-$IEttSP33l£fiiM.-Cl>So 

[0063] *i5its&33i i*. Bt ^mm&m32ot<mmitmmwz&ft?z&&o>&z>fpm-T-*£ft&i 

[0064] 5U8t£fi£gM340l*. Bf ^MS^g320j:ySL^*m^^SltlSy. MJ|£ftj!&^3fc«*llC&^5lNTBf 

<b«iagg32oiza!i»^ai*-r«)o 

[oo65] 04i*. xmrnomwuzmzm mtms.<Dmm^7jk-r ijatimxtb&o 

zommi*. ¥^a*^^bi $ki*Kmikmm*.&mn%.XTVzfB2t. am.mti7.^y^B3t, 

#mfcmmtt*TvzfB4£. mmtmm-f&mm'n*Tv-?B5£^ enmtmmmTmm^^zfBeii. Bf §xtti*xf 

[0066] ifclc, El3fc I fcU:ia4^#figLT.*l|]l0^^lC^|lf^b^ero^i*(DlSf^lCOL^i¥^lCiftB^^. 
[0067] £-f , MftSm^fct^X^, A*^g310^bBf^bftia^M320l*|(DBf#^b3l»¥IS321 IcA*^ 
£( EKOTX^f-v^BI),, 

[0068] Bf #<b;H«¥IS321 1*. Bf ^bStg¥K321 Icfctf&Bf ^MS(&:K£<DMJ&IE£ft8Ste#14^^&3 
22(CtlS*-r'5c 



[0O70] £tt#l&»l^|g323l*.ft2&tt#te;*^ 
7B2) 0 

[0071] &ft#mMm^®323\t. *Tv7B2x-r&ftKm&fe&*tf&z>itmmuzm-&izit. mm&ftM&tkiz. 
mm^tm. sLia^*(aias*«#)^SL!!a^fie^H34oiciMy. mmn^mmmmz&^xn^mmm.sAo 

[0072] ft&£g(tS5of::lfettttll&$y»&323l±.gltI^ 

£<d* fr*mmzftomm^ffi2&miRm?&&mfcft&ftftm5kmmft&fio {^tvzFba) „ 

[0073] Bf *Hb3WM321 1*. XT>^B4(Da!iSfic#^#^lK*^S^3!»<liSl7Lfc^(C. *yil±X ; r-y^B2T-r 
M8Ld&mm*tZ^ j<t*iJSLfcJi^lcl*. Bf^bftLS^-S|ig|lft^(^^B5) „ 

[0074] «HHt*««321 1*» llf^^b^-S|ig||^TLfcZtT*llg^bmaA<^Sl7Lf=A^SA^*lJ^-r§(^^B 
6) 0 

[0075] Bf*Hfc3t*M32l ld\ ^y^B6T*rnf lHt*-BMi*frLfcci-c«| ^btoStf^Lfcji^Lfcii^ 
l=(*. m*ga350lc|lf-^Jc^ai*L(X^v^B7). ^«:<Dftia^$l7*-&-So 

[0O76] Bf ^b;Hff^S321 1*. Xx^B6T-rBf #MSA<fl7LrL^LNJ<t*iJ^L/=li^(Bf ^MS*<^ 

/£»*tiTi**»d) ici*. x^«>^B2ic$ijffli^MLTiif mtmmzmmz-e&c 

[0077] <fclc, ^HJtso^illcfcM+^^mico^TUiB^-r^. 

[0078] *mmo>teffiiX\t. &mz&^xnft£ti&v£^<tmmo>impp j t>mmtfg.it-?&tzibiz s ft^omwizmsL 
Tt^i*i#£ijicfc^TBf#<b&3!i£M32o<Drtgi$T*^ 

mmLxtmmmmm*(D^it^a)^immiz^Lxi^<Di3^nmir^ztt<mmiztj:^o 
Ltzfox.m^tmm£n*Mtii*nt>mftMmz&%m^f&mizitiLxmm<&&&^ 

[0079] (3) &3(Dnifo<r)BB 

m5tes*#BA<»&3onmo>temtzm&m^it&m(»&f&&tt7av9mxfoz> l > 

[0080] msz&m-tzt. *§£wo)mm<Dr*Mizmz>v§ #<bgei*. Arises 1 ot, nf ^bMg®52o<t. ihh 
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[0081] ztih>o>!&m.it. tti^ett. mm^.<D^izm^i-^o 

[0082] a*^S5ioi*. ^itmm<D&mttii&¥-x&m^itmmmm520iz?iLT&&-fZo 

[oo83] ig^b&ag®52oi*.ft3&±i&g®54o^ai;fc£^ 

fo°084] ZZT, Bf^b«lSSe520l*. RmbMft^Bt521 a»tfc?¥14*5£#l8522i:, g5IflHiP3M&523<!:£ 

[0085] Rreitajr ^S52i i*. A*^«5i ozmLxmrnztizw-xzAxtu v§^itmw.^&52i izftmztix 
i*^fe^mmm&<Dmmmmiz&^xtef££ft.&^itmm)&n&L.m^ 

SfSPgfc SL&fltff 14Sfc5W£522l:;ai& (ZfU^y , i@ WcCMafSI^T-Sli^te^LfrtK® <7>£<b££i;i3F-h!:<5Z < »:*>< 

[0086] at!tflc#14/*S¥IS522f*, Bt^b;HS:¥S521 A<ffi*-rSBt-^<b;HW^fS521 OSffiOffiSlgpg^ A* 
tLT. ^i$«ftSSPglc«^^TigM*i]«B)#IS523lcigS^M*^^ai*-r'<#A^A^*iJIJrL, TJiSBtM^^S 

®$y(Sfl¥fS523(cJI2lB#fHifeM3i?£tii ^j-rSc 

[0087] iiSW^IS523l*. 5LSt«c#14*^¥K522J:yai*$ti-SSSBtM^^^A*Lf=Ji^lc % Sljgi±filc 
^S540lca!»M*m#^'Sz < trCctoriL!Sfc*ffil#L, IS^LfcaSlcttcifLrilg^bM^lcjSlglfttilcll^^t!-^ 

HlriiMa>®^ra^^ur^isa^ifA-ri)«^(ai»«c#ii^SA^)^3o 

[0088] M«iJiai¥f6523l±. Hg^^b;1im^K52l (Djaaic|S»LfciLISfelcsE;i:t = ii5i$SA-rSS^^^ t fc 
5lc«J$$tvTfoHA^i®^^fAI*l^t^^bl^^ c j:x-^l3^ofc<a^<»^@^fc^l^^L^ 0 
LfcA<oT, g$ie*llcai*^nSBg«li, a!!»±fi)c¥l5540^t,tli^*ti'5>ffl.»lc«c#L^^o 
[0089] iB1i^H530l*. tpfflT— $'f51Safl53l£<g*.Tl.vi>o 

[0090] ^Kt 1 — $f|H1taJ531 (£, Bg^^bma^S520^5llt^bffia4'lcft|#-r^^a)fc«ftira7 ; --Sr^iSirt 

[0091] sLi&±iiE^«54oii. mmtmmmm.520Mamm^.m^§i\fm. ^KSLM#«#icsoVTBt# 
^b«ia^S520icaia^iii*-r'5 o 

[0092] gi6i*, *nm<»i&Miz&%^itmm<Dmm$7jiir%itimx&z> 0 

zommiz. ¥XA*xf7^ci iis^ra^^s*w»i*ij^xT«v^c2<!: < agKtti*^^c3i. sii8tf&#gss 

A«f^Xx->^C4t; Bt^b&a-f£Pgim;Vry:?C5£:, Bt#<bfliai(st7¥iJ5£;vr-;/;?c6£:. m ^m^X^»>^C7 
[0093] 05fc<fctf EI6£#figLT, ^|ISS0)#8ll^§^^BO^«:a>»lftlCOLXTP$ffl(ClJiBJ-r§ o 

[0094] mmtzftMzi^xtf. a^bsi ofrz>mmtmmmm52opi<Dmmtmw^&52i ica*i£*i 

&( 06a)XT^ci) o 

[0095] Bt#^b;Hm¥K52i li. Bf ^jb;1lg^lS52i icfcit^Bf •^•^bfiia(7)^<7)«iaai5g^SLia«c^tt^^5 

22icaj*i-r-£ e , 

[0096] a&i&#1±/*£¥IS522l*. Bg^bltS^ 
^5fr(D¥iJST£m\rft&(-flc#LfciIS£*iA^^^ 

[0097] SSilHJOTI£523l*.il3&&#14/*;£^f£522^ 

2). 

[0098] Jl^$IJffll#IS523li s X^^C2T-rjl^P B ^^^^^fc-5j<!:*<J^Lfc^^lCli % l?iI£M0#fiS1,*3£^3fc£ 

sitisy.aiss*(SLi»s*{i#)*ai)[^fiE^g540(-2iy. ^ssLias*^ics-5t^ai!i^fi£^a54o^f,tii 

[0099] SLSt^SltlSofcil®*<Jlfl^e523l±. g(t«lof=SLiaicttc?¥LTiiM^ffl^^L, 2fe5£L*:i!SB#M0>H 

MM^M^fflia*icsEifi<jicjfA'r-5(^>^ > c4) 0 

[oi oo] Bt#<b;n»¥fS52i t*. *Tvzfc4<DR.m&wmi£mAmmm7Ltzm^ sfci*xx^B2-crai&«ci¥ 

@@Kra^^^iMt*ijSLfcii^icii % ie^bffla^-spgiiff-ri)(xT^c5) 0 

[0101] ut#^bn«¥S52i it. fe^b&-tmnftUzztxfe^ibmmfimTLtzfr&fr&nmTrz>(XTvzfc 

6). 

[0102] Bf#^bHm^S521 1*. XT^c6-cri©^^^-l6|iilltTLfcztr-iit^b«ia*^7Lfcjt¥ij^LfcJi^ 

icli, m*^fi550(CBg#S:^ai*L(X^v^C7)^tt:a)ftia^^7*-B-*o 

[0103] -Is. Pt^b;HS:¥l652H*. Xx^C6-C*ri©^b«iaA<)llTLri^^j<k*iJ^L/i«^(Bf^<b«ia7!i<* 
f£»**iTL^*»*) Kli, X^^C2|cfij^MLTBg#<b«aa^^^-y-*. 

[01 04] jjjic, ^liifcaj^ggicfcMts&micoi^-ci&iiH-f -So 

[0105] ^mm<j>mmx\t. &mzm*Uzmmftm<DnftmmbmmM\i*iriz>tzito\z. mm&mzmmttazmm 
tf'nt>hxi^ttm<&*i?mtL.£<Dmm<Dmmnti<»mtizm3^ 

Ltztfr>x.m<tmm2:nt>f&tfx>nt>mttf&tfiz&z^fRmzttLxmm<foz^ 

[0106] ncfc\±2E<Dmi. m2. &&vm3<Dnm<DMmizm&mibmmzteisxiz.vfe^itm<^#>m^tmu^ 

IS( EH*0>Bt*Hb;1i*¥fS:i2i. 03*081 #^b;Hm^l8:32i . fcctt/ E5*a>lit-iHb1ig:3MS:52i ) icf&^tvr 

[0107] U^L. AASK @1 *©A*8I1 1 0, ElS^A^I&gSIO, 054«DA*^M51 0)A^Bg^- 

^b/IIS^Klciit^^bSI^A^-rS^^lc^iBaJOT^^fllfiJc-rSci-ttWfilT-fe-So 

c<7>J§£i::ii. Bt^bfil^ A^**Lf=Bt^b1IS:¥KI*. *0>&c:A*>2F;tv5>i o^fcl*^»0¥X<7>Bf ^b^^iSl© 

*nb8i£ffli^TfTi\ Bt^-x^m^-r-So 

[0108] ±iEO)<j:5^«i5!c*sffl-r-5)(!:. v§mtm$Mfrt>}<ti-f%& : jizx2z>tzisb. mmtmw^&&ft£mw.it 
?\z^itmomm&®%\z'i : Toz\ktfx$z>&o\ztj:z, 0 

[0109] *fc.±5Ea)mi. %2, ts&tfim3<Dmm<7)BMizmzm^tmmzt$^x\t.&&&f$.mw.( ®i*<d&®. 
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mmmm&w.( mtpo)Bgmtmm&w\2o. B3ttJa>Bt*nbftisgg32o, ts&tf i5+0ii&§ttigi52o) 



[0111] (4) m4(DH«Ea)^ 

coi 1 2] mi*&m-?&ks *§£WO)M4(Dmmo>r*miz{&z>v%mmwit. an i=*Lfc»i <Dmm<DwmK%h^ 

ZO)ESM&f*700li. JS^-r-fX^, ^JHfty^'J, CD-ROM (Compact Disk-ReadOnly Memory), -€"(7)fflj(DlB 

[0113] ll§^bfila^P^AI*,I^^^«^*:700A^•^=l>rfi— 5«->XTA(A*^Ml10. Ba^bfflLSgg^O, IH1S 
3£g130. att£jftttBl 40. fc«fcl/aj*ligg1 50£^*£zi>e^-$v;VrA)f::i&<*.iA£*u ^IS3>rfi— 
^Aa)iftfE£A;&ggl10, Bt^bM^ei20(Bt^b;HS#fSl21, ft$M&?Ft±Sfe^f6l 22, fci^^Wf-^ 

*iw#isi23). EiS£gi3o(4>ffl7 i -'$»Eiisi5i3i). a.i»£j£!ggi4o. fc^tfrn^ggisotL-oiiW-f^o 

l®^bffiS^P?7A<D{|3]WcJ:£A2l!8g110. B§#<b4HLSgg120, Et§gg130, Sl»£j&&g140. fc^tfm 
*^@1500)lb^li^1(OSI«5<D»IIICfcMti)A^^g110. Bg-SHb*&gigg120. E1t£g130, SL8&£j£Igg1 

[0114] (5) m5(DHJil50^g| 

[01 15] B8£#fi8-r&<t, *^B^<7>H50)IIK5<7)Pail^^llt#<b^®l*, El3IC*Lfrm20)ll«5(D^SIlC^Sllf -Sf 
fblgglcfcfLT. Bf^^bffia^P^A^fBSILfclB^ffSOO^fiix-S^TbW^oTLN^o 
C(7)IB^«t*:800li. J&StVX?. ^mi*** 1 ). CD-ROM. ^-a)fife<7)|B^j«^*•CfcoTJ:L^„ 
[0116] Bf^^bM^P^AIi.IBtSJi^SOO^ioZi^ei-^vX^fACA^^MSIO. B| : ^<b«iSgH320, Ett 
gg330. £L&£J&gg340. fccfci;aj*Sfi350^fiix.i)=I>ej.-^->X J rA)IC^ii*+L s ^Sa>ei-^>>X 
^A<Dg)tt£A2l&g310. Bf-iHbfllJIgg320((©*Hb;1tlM^S:321, a»fic#tt*^¥f6322. *J<fet/^^lK$tJ 
.#P^K323). E«S6«330(*IB-T— ^E«»331). SL&£»£3£g340. fcctt;aj*^g350<!:LT*IJ^|-rS„ 
Bt#<b^S^P^A<Z>$IJW::J;&A*lsj£g310, riHHbM&a320. E1fgg330. SL»£j£&B340, fc«fctftti 
*««350©»ftl*. »2©*ft©»«l=fcMtftA*««310. M1tMSft320. EB&B330: SLt![£l£lgB3 

40, fc«fei;tt*ita35o©»fft±<H«(=3S:*<Dtf, *«>»u^ittM*iia-*-*. 

[0117] (6) &6<Z>StJ&6a>ff£ffi 

[01 18] B9£#firr&£, *fgBjj<Dm60>iiJtea>Mir^aiii^b£Bii, nsiz^LfeasaftffioMicasM 

<bita(=»LT.M<bM^P^A*E«LfclBaiitt:900*aA*ja*<«<i:oTt^. 

^©E»«(*900l*. «tft-r-fX^. ¥#t*>^'J. CD-ROM, *-«>aa>E««i*T?*oTj:i*. 

[0119] Bt^fbM^P^vAli.E^^OO^iori^ei-^vX^ACA^SaslO. lf*{bM&B520. E1S 
gg530. Sl8S£J?!t&B540. J3«ki;ai*Sa550*a?l-5=J>ezt— ^i/^AXcSE^a^tv, att3>bfi— 
^A<&t!lfE£A2l£g510. B B : -i|<bMl£B520(Bt^b>H$W£521 , a»tt??tt*je¥«522, feJ:^®®*!]^)^ 
K523), E««B530(ifW-r— *Ett»531). ffl,i»£J5)cgB540. fc«kt;tt*3SB550tLT«IJ8p-r*. 
B§^bM^P^A<7)*W;:£.g>A*)£g510. Bi : #^bftia^B520. E1t^B530, a»£j$3£B540. Jitftti 

*^B550(Dij)f^ii,m3a)iiiisa)}f^icfc(ti>A*Sfi5io, tiH»4b*ia£B52o. EttttB53o. aa&asas 

40, fccki;tii*^g550a)i!i^t±<|5]^|c^(DT% -E-(DPLL^BJ^Si)a-ri.o 

[0120] (7) %ia>mmmmm 

[0121] EH0^#Sg-r-S)t,*ll)!itSO#®lc^MSBIi. A*^aiOlO<t,«;H»#Sl02l. £L»#c#ttSfc 
3£^K1022. *Jct^4'WT-'S'$iJ^Sl023^fii^-5ffi#M^Bl020t. 4»Mx— *E«»l03l*B*.4E1i 
gfil030<t. SMK£jftliBl040J:« fflaBBl050££a*/*MIWt*tiTl**. 

[0122] Mfta»i»ffi(ca«ttmBli«ai0!>Sfetta>affilca«mfl:StBj:lql«ll=:.AAaB. BMaSBUft 

*HbM»fii=Rs-r<&). Ets^s. a,R£i«ii. *>j:i/wastfi*aa.Ti*s. 

zz-e. ai ommommxit. a*>&bi 1 o^e>ii^x*<A*^+i> MtbAasai 2o*<B B ; -tHbSi£ffl^T¥:a:c7> 

Bt-*Hb£m\ u ^aai 5o^e»Bt#xA<a***tri^=. 

Zftl-ttU *HKEC7>}K§IT*I4 S A±£g1 01 Oj&*€>l±Bt«J&<A*aF*i, tt^lMMl 020jMre*£ ffl^TBf 
<Dm$frl\ Ui73^fi1050A^qiX^ai?J**t§o 

±I2©^T\ *»tO)»ll:iiitlf|fitM:|1 (D||^^E<7)^^^fi|lc^*llt•§•^bSB<!:S^Co■Ct^■S(^■*tm^•(D«J^E-V>ll) 

[0123] (s) ma<Dmm<Dmm 

B1 1 lis *HB^(Om8a)||]!il6c7)^g|(c^§S^fia)Sfilc^-r^P^^B'eife-5>o 

[01 24] B1 1 £#Hg-r-S£. *£tta>att(=a&aJH£BI*. A*gBi 1 1 Ok. IMIfSl 121. aftftftttft 
JE¥R1 1 22. fej:i;ft{t^tt«|«^ai 1 23£B*.6aJ»raSBl 1 20<t, +|Bt j -*E«»1 1 31 *«**e«* 
B1 1 30k* SLUSifefiEgBl 1 40k. tU73^Bl 1 50fc*aA/-C****iTl^. 

[0125] *$fcK>anr::a*tt*&Bi±. »2©*j6<D»»i=a*w^ft*atH«ii=, atd&b. «®a^g(Bt 

mtmm&mzmm-rz). Easa. SLia^fiesB. fc«kt;ai*i6B*ajiTi^s. 

zzt% £2a)£jtta>*ttrea, A7j^g3io^e>i*¥^^A*$tx, i©#4b«ia^g32o*<B§^^bSi^ffli^r¥Ac7) 

Bt^•^b^^Tl^, ai7D^g350^e,Bt^X)!)<tli*$*tTL>fco 

z+vic^L. *HJfia>^S8-ci*. ATJ^gl 1 1 oj&*&f*Bt*X*«Aa4*u ftMISH 1 20*<a^®*fflt^Ti©#S: 
fl)«#*ff L\ UJJlggl 1 50ANf,¥X7!)<ai*$*t§o 

±E© jS-C. *HJfiO)^lllcfig§a^$|g(*m2(D|llil5a)^fi8lcfi6<5lit#<bSgia'Ej:oTt>«) i*ti&L9\><Dmtfi J PWi 

ttizmmx'&z). 

[0126] (9) B9a>mo!)affi 

[01 27] m-\2£&mTf&k. *nmo)temz&z>w.m&mit. a*^bi 21 oi:, wiifti 221 . a«ttc#i±* 
J6WH1222, fe«ki;ga*jffli^fsi 223$Bx.«a#Maai 220^. +wf- ^eitai 231 *«**e«»bi 2 
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[0128] ^HSiO^Slc^^ffi^gMI*, m30)IUiE<D^Sl-^-S.lif ^<bgg<tl5]fiKs A*81, fi§j&lgi(lH 
m3<7)Hli(5(D^g|r-l*. A*)Igg51 0^f,li?XA<A^]$tl. Bf^b*yiBB520i&<BS#fl:«*m*T««> 

Bt^b£m\ njai««55o^&MX36<a***irL^=. 

03M*m\tt»*«i25ojb*&¥xa<ffla**i*. , „ 

{o*20*ft*f±afl!)*7. &8. fc«fet;»9©**0!>»IBl=««»St«(=fcl^r(*. A**«( IH10+<DA^^S1 
010, Hl1+0!)A*mi11O, fc s <fctf EI124 l <7)A*SBl210)^t,S^;1l«gJ( 01 04»©»aU^«1 02 

LEU *ro«^;iis¥fsi 121. fccti; eh 2+<d«b*#bm 221 ){zmamc\ii-t*&o\zmtiL-t&z.±tt 

[0130] O *fc, ±2£<Z>!&7, g8. fcJ:i;»9©*16<D»»(=«*tt««l=fct^Tli»a»*l«»«(HlO+<Da»± 
j$ggl 040, 01 1 *<7>aiS[£J?K!l£gl 1 40, fc«fctf 01 24 3 <DSl8fc±J£ggl 240)^&W*aFti*a**» AJiHSg 

*^«#«! : a^K(0ioifwffi#fi! ! a^aio2o, hii4>o>ik#a9SBii2o. fc<fciX0i2ifa)^Mssei2 

20)(zA**H^x-^(Bg^)^0)ta)*f=l*^iS^-^l3tt#Lfc^-^<t-rSCi:t^r-fei>o 
[0131] (10) ^10(DHJSfl)^ffi _ 
013li,*f6BJ(DmiOCD||«6<D^8ll^-5tg#^gCD«JiE^-r^P'>'70r-fe«> o 

[0132] 013£#SB-r<i>£. *fSBj3<DfnO(B||J!i£0JI2®lc<lS£4t&gl*. 01 0l=SLfc»7a>*it©»ttl::«*« 
#&glc**LT. OTM^n^AfcEBLfcEBBttl 300^figx.-S^*<^oTl^o 

C0)EttfflM*1 300I*. ttft-T-fX*. *MM*^'J . CD-ROM, -€-0>te<7>E$§ttSi*T?;fco-cja>o _ 
[0133] «#&S:7P^A(*.Efl&<*i300frP>=i>tfj.— ^i>x^A(A*MiOiO. ffiMS3£gl020. Ett 

^§1030. a&£j£^gio4o. *jj;i;m*^eio5o$flSjt-&3>ei— 9*>x-r-ioicR*&$tu a»3>if j.— * 
vx^AroK^A^^sioio, MM£Bio2o(Mmjt¥Bio2i. a*tt#i±as*sio22. fc\ti;*m 

f-$<tl|»fS1023), E1i£g1030(4'fflT ; -*E1SSIi1031). a»±BE^ei040. *Jj:tfHJ*8Bl050£LT 

rfi1]jjlP"^"<x>o 

mmukm-Jav^Ao&miz&zxtu&Wii 01 o. bmbsbi 020. ensno3o. aft±j*&Bi 040, fc 
mt)mmio50(Dmm*sm7<DnM<Dtem\zt$i-tz>AJ3mw.'io'io, mm&mmwio2o. eb&bio3o. zlzsusl&l 
^aio4o. ti&vtiit>%iW'to5o<DW}ttt±<mmztjiz><DT\ -ta>ftu*Kw*«B-r*. 
[0134] en) sn 1 onmof&m _ 

[0135] 0i4^#B§-rst.*fgB^o)mi -\o>mifc<DM&i=.m&m**mw.\z. Hiii=«ufc«8tf>*«fl)»»(=««* 

#gg(r^LT, «»a^a^A*E*LfcE«Mi«:i 400£<i!x3£*<Mfc-oTl,^o 

z©E*MM*i 40014. BttR-r-r**. cd-rom. *©ft&o>Etii«<*T?fco-C£i*,, „ 

[0136] fl[f*17'By7AI + , E^i*1400^t>=J>e^.— ^fA(A»8I1110, S§%1SS1120, Ett 

mi 130. aia±fi£^gi 140. j3«fe^uj*«Bi 1 5o*«**3>ei— ^*>x-f-A)i=i**a*ti, agp^e^.— $ 

S/X-rAOB-ftfcAaBfii 1 1 o. MMSBi 1 20(«;HS:^I51 1 21 . a*tt#tt*«SM 1 22. fc«fctf *i| 

^•iKfijffli^isi 1 23). eissbi 1 3o(+nn-r— mbbbi i 31 ). a&£j*&Bi 1 40. w+jggi 1 50£ltm 

«M^n^A«>tU»l=«fc<6 A*SB1 1 1 0. BMBSBl 1 20. EttttBl 1 30, a»£fi£gg1 1 40, *> £1/ 
m*^g1150(Dl!)^l4.m8<D||)Sfi<D^®(CfcMt^A*^g1110, ft#AlSI1120, Ett£Bl130. a»£l£ 

ggi i4o. fcj:i;ai*sgi 1 50©»ftt^<ia«ii=<i:«a>-c, -t-wBu^Kw****-*. 
[0137] (12) mi2<»nM<DMm _ 

Hl5l*.**M<DJlI12©*lfcO!)»ttl=«*»*«<D«l«**-r^P^HT?fc*. _ _ 

[0138] 015^#!l-ri)t.*l|B^(Dmi2<7)3ISteCD^lC^«^gl* > 01 2lCa*Lfe£9a>JtffiG>]|»tt(=fll*1E 
#Bfil=»LT, MM^n^A£E«LfcBiM*(*l 500£(i*.<i>£j!)<M$:o-CI,>3o 
c©E«MM*i 500I4. ata-r-rx*. *aw*^u. cd-rom. ■€-©flfe<OE«Ji#-efcor«kL^o . 

[0139] m^&m?n7^it*&mi&toi5oofr*zi>t?^—$is*TM\timw.-\2-\o. MMM1220. Eii 

gg1230. a$fc£j££g1240. fc«ktKttl*aEtt1250*tt>l*a>ej.— r 5»*>XT-A)l=K*a*tt, HSRal/lfa.— * 

*>XT-A©»f^*A**Bi2io. «»ai6Bi220(a#3i»^si22i. a&tt#i±$fe3t#fsi222, fcctiXisa 

*«»#8h223). Elltll 230(*|lll7 s — *Ett»1 231). aft£ftSBl 240. fe«fctfaj*BBl250£LT*l]llrr. 
tt%M^p^TAfl)«Hlplc«fcSA*BBi 210. B^ABttBi 220. EttSBi 230. M£AlfcBi 240, 

tb*^g1 250<D»ffl*. ^QOTHJfi^MlCfcltSA^^gl 210. «#M^g1220. Ett£Bl230. aft^fiK 

BBi 240. fccttftflaSBl 250CDlbf1^£<l^tilcfc.Sa>T% -€-<DBLL^UiB^fiJS-ri>o 
[0140] (13) mi3<DH)5S(D^ _ 

0161*. *f|B^(7)^13(D||ffiCDPffi(C^^llt^b-tI^g<7)«J*^-r^P'>^0-C'fe-i)„ _ 

[0141 ] 01 e*&m-*Z>£. **ttO)»»l=«*BH»<b-««fil*» -A*SIB1 61 ot, B#<b-»BK*§i 62 

1, a*tt#tt»S*«1622. fc«ki;«ti|llT s -*«|»*a:l623*B**«ft-fl«MBBl620t. if Wf-$iB 
tt»1631*B5t*EttBBl630t,a*^J«atBl640t.ttJ*»Bl650fc*^T«gg*^L^. ^ 
[0142] MB(0»Bl=ff«mib-a#ttBld:« »i©*ft©»tt(=«Sie*<biSfi©«tt£»7<DSIKa>»tt!::« 
•s«^Ba)alfilt^^L■c^^•So 

A*SB1610. a»tt#tt»S#R1 622. fflUI^— *«fl»^Bl623. E1SOT1630. ai»^/?£^Bl64 

o, fc^i/ai +j^bi 65oi±. bi on&<Dmmx>m7<Dnmzteif&m%<Dffif&&mtmtfiO) : bo>T:3b& 0 

[0143] Bf#<b-M;HS:¥K1621li,MT J — Sfc.fctfMrtg^A+J.hU RBf- ?$1J{»#I51 623lcJ:Saia 



i 1 6 40 0) Hi * I wfttfFUci ^¥ X$ tibl +j f -5 c 
[0144] (14) ^14(DH)5S(D^ 

0171*. *HBfl(7)mi 4O)llfig<7)»g|l=^'2)l©^-(b-M^Ba>«fiE^-r^P'y^0T-fe*. 

[0145] 01 7£#BTr £><>:. *Hfi6©»fil(=«2)llS^b-tS#»gl4. A7J^gi 71 0<t. Bg#<b-fi^;H^^I6l 72 

i, a*tt#ttft3e*ai722. fc«fci;ftft»ttw»¥Bi723*«x«fl»<b-«*»aBBi72ofc, ^w^— ?Ett 

»1 731 «B^«EttBBl 730t. aiS^fiJt^gl 740t. tti^^gl 750<t^^T*«/?)c$*^TL^-i) o 
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[oi46] ^mm(Dmmizm^m^it-m^mmit.m2(Dmmmmiz^m^itmmommtm8<Dmm(Dmmizqk 

ZZX\ A2i!ggl7lO. 5LIS«ci¥14^^Sl722, tki*W&fflW^&l723. fB1SH£gl 730. SLSa£fi£3£gl 740, 

fcj:i;ui*ggi 75oi4, m2<Dnm<Dr*mx>m8<DnM\zt$\f&ffi%<Dmmmmtffima) : &<DT-&Zo 

[0147] B&^b-m#;1l®¥lft1 721 li,ffiS J f-'S'fcJ:i;«iai*I^A*i:L^^ilS$iJffll#PSl 723l=J:-l)SLia«c 
fco7zi&£lcl4^i£&a^-*T*fc6¥:££llWbLfcte^ 

toau^i^art^AMs^aTj&ofcit^icteis^ 

740(7) m TjlcfltfrUei^ifc^ttJ trfZo 

[0148] d5) &-\50)nm<DBm 

[oi 49] 01 QZ&m-t&t. *nm<r>w*m\z%&vfe i %\t-&L ] %%iW.\*. Aa&gi si o<t. ng-*nb-ffl-si;ii$ws:i 82 
1. anafic#tt^«i822. fc«*:i;ji®$ij^¥Ki823^iii^iif^b-tg^ftia^si82oi:, ^m?— rettflu 
831 $Mx.*i3is^Mi 83ot. aasi^fiE^ei 84ot, mttmm 1 85ois^T»«u***iTi^. 

[0150] *l|jfc(7>fl2jig(C<I6llt^b-«£gl4. ^3<7)HJ{5a>^|||C^^Bi^b^gCD^tlg9(7)||Jt5(D^SSI=^ 

Sffi-smgtt&fri^flfWLTi^o 

ZZf. A*lgg1810. a»«c#tt;^¥fS:1 822. mmMM^mi823. ISiISei830. SLIS£j&£g1840, fcj: 

t/m*i&gi 85oi*. msoinmnMmv&wnmiz&i+zm&nmf&mmtmmninv&z,, 

[0151] Bg^b-|g#gig#&1821(4.&ax-$;fc£t;M 

@SA^^ict&#Lr«®^it<b*+i-ooBg#<bftvaife e ti;«#ftia$iifTL, ^mmm^fr^itmmx'&^tzm 

^lcl4Mil£ffiaT-$^fc£¥:fc£Bt^bL7=l£^ 

^Kmai*§;&<tgMaT*fcofcii£ici4iaMa^-$^ 

[0152] ^fc\±j^<7>^i3. mi4. t$&vm-\5(»mm<DMmiz&z>vfe^t-m^mizte^Ti3i. a^^sc 016* 

<7>A7J3£g1610, 017*(7>A2lgg171O. fccfctf Bl184i<7)A*^g1810)A^Bf#{b-«^SI^IS( 016* 
(7)Bg^b-«-^;HS:¥Ki62i. gH7ifJ<Olif^b-ffi-^;1l^#ISi72i. fc<«/ 0i84'(7)B§-sHb-ffi-S|;15g^K:i 82 
1 ) lcBg#^fccti;tt^^A*^--Sct5(cffifig-ri)ZttBIfi6t?fc'5o 

[0153] £7=.±i£<Dmi3, 3114, fc<ti;mi5«7)||J£(7)fl$g||C^i>ie^b-m^eirfct^TI*,a^^«( El 
6#(7>£Li»£fiJc2£gl640. 0l7*CD£Li!&±J?JU£gl74O. fccfctf 01 8*0>§ia&±fi]U£gi 840) frith XZtl&fL®. 
*, A*^SA^Bt#<b-m^-ffia^H( 016tfJ<Z>Bg-S|-<b-«*WIgg162O, 01 7*(7>Bi-«§-<b-«Ma3£g1 72 
O. fccfctf 0i8*(7>Bg#{b-ffi#&a£gl82O)lcA;73£;K^ 

[0154] (16) SH6<DHJfe(7)}Kfil 

EH9I4. *&BM(Dni6(Dmm<DBm\z(&z^it-m^&m<Dmm£tt7av?mT>toz>o 

[01 55] 01 9*#Ht*t. *f6Wfl>«1 6©**©»ttl:«4lWft-«<Htil + , 01 6fC*Lf=»1 3a)H«5(OP 

®l=^*l^#^b•«^S(c^Lr.fe^<b•«^a^□^A^IB^Lfcfe^j«^*19oo^^ixi)^AWcC-^TL^^o 

co>i5^j«(*i 90014. Htftx-fx^. mnn**&j. cd-rom. *o>i&o)nmmi*x-&ix&^o 

[0156] llg^^b■«Ma^py : 7Ali,IB$t^s^*19ooA^e,=l>eJ.-^>xTA(A73^H161o. mmt-Gmmm 

Igfi1620, !3lS^g1630. 3Lft£J$SBl640. tS&VHUJ&Wit 650£BiL£:3:/lfi— 4r?/XT- A) l=M*&StU 

si->x^A<7)Wi^A73^ai 6i o. mib-MAami 620(i»^b 621 . slsm* 
#tt*3E¥ai622. fcj:t;<fmif- >tup¥jRi623). EitaBiesoc+w-r— *E«tti63i). ii££jft£Bi6 

40, fc«fci;UJ2)ggi 650,hL.T$iHJp-r-So 

l»**b-tt*M?o^Afl>tl»(=J:SAai*Bi6io. Bf*1b*tt*MgBi620. Gtt£Bl630. 3L&±j££ 
gi 640, J3«fctf Hi*SSBi 650<z>ffijfEl4. mi 3©**<D»Bl=fcl+*A*|gBl 61 0, Mlb'MMSB-1 620, 
IBttttBl 630. aftUltll 640. fcJ:i;ai73^g1 650(7) Kjff <t±<^«lC^(DT% -tOWLHttiJSWfirS. 

[0157] (17) wzMonmnmB 

0201*. *HW<7>mi 7(7)||]!i1E(7)^g|IC^^Bg^-<b-OT^ga)eiJ$^-r^D^0T-fci>o 

[0158] 02O^#Rg-rix!:.*^B^(7)mi7CD||]!i6(7)^^|Z^-|)Bg-^jb-««gl*. 01 7(CwLf::ff1 4(7>Hfl5(7)fl2 

igic^£iii^b-&^ggicftLT.i®^<b-m#ffia^p^A£^ 

Z(T>IB^g«*2000l4. BIBx-fX*. ^VfM'eU. CD-ROM. *(Dfte(7>fB0H!ltfcT?fcoTJ:l^ 
[0159] Bf^^b-«#toa^P^AI*.fiB^tt:2000^C>=l>ej.-'5'vX5 L A(A73^Bl710. M4b-tt#M 
3£g1720, 13lt^g1730, SL?»£/£5£g1740. fccfctftt 2lgg1 750*Ba.*H>lfa.— $->XfA) (=tt*&**U 
^P>e^-*vXrA(7>»ft£A;73=&g1710. B»^b-*^M*BlT20(l»#<b-a^a»#«1721. SL^Sft«c 
#14jfc3t3M£l722, fcj:0*fr#tt*l»¥«i723). IBtS^Bl 730(4"MT ; -'S'IBlSg|l1 731 ), ilti&SEfiJcl&Bl 74 
0. fc«fctfai?3gg1 750tLT«»-r*. 

**ft-B*M^n^A<D*y»l=«*:«A*«Bi7io. lt-3<b'tt#*HllSBl720. IBtiggl730, 

B1 740, fc«fctftti A*B1 750©«rf*l*. £1 4(7)HJt(7>^|Citelt*A73^g1 7 1 0. AHHb-MMMl 720, 
IBttBBl 730. S,K£lMtl1740, fc«fclX-ai»JfiBl 750<DS)ttt£<l5]*ill::fc&<7>T-. *CDi¥L^I8l!8£Sl)g-r.5> 0 
[0160] (18) I518(7)||S£(7)^S 

021 1*. *«w<7)*i 8omm<»temiz&&ft^it-tt&m<omf&tt-r7av9wv&z>o 

[0161 ] 021 £#firr st. *%9)o>£i 8(7)naE<7>^gi(c^Bt^b-«sai*. 01 sicsLfcan s^nsiErom 

tt(=«*«Ht<b-«*l6fil::»LT» B§#4b-ffl^-«va^ , P^A^iB^LfcIB^«t*2100^ii^*^*W«j:c.rLN-5„ 
C(7)|E$i«fc2100l4.&m7V*?, ¥*{fe(%U. CD-ROM, *<J>41><DB&mmi*T'&^T 

[0162] flHHb-MM^n^AI*, IB$tJit*:2100^t.P>t o i-'S'i>XTA(A73^El810, M4b-ttM3 
gg1820. IB1t^gl830. S.3&±J#ggl840, *5«i;l/Hi73^g1850^{iK.SP>ea.— ^i/X^rA) icSE^ii**!., 
a»a>ei-^i/X-rA©»ft*A*S6fii 810. Aretb-ttMaSBi 820(l»#ft-tt-^BB:#ai 821 , B.fttt 
#tt*je¥Bl822. fc«fci;B®{&]»PMl823). IB1t^Bl830(4'WT-'S'BBtiSPi83i), aft^fiESIBl 840. 
J:tftt ABB1 850<!:LT*iJfai-ri) 0 

lii^b-|g^a7''py7A(7)$)]ffli|c e fcSA7JSBi8iO. M1b-BMBBB1820. GttttBi830. SLiS4:fiES 
g1 840. fc«fci;aj?33£Bl 850(7) KlfN*. *1 5(7)||liS(D^III-fclti)A73Ml 810. M1b-B#AB3SB1 820, 
lBlt^g1830. aigt^J?E^g1840. fc £ fei;ai7D^g1850(7)K)^t±<|5lfillZ/d:S(7)T:% *a>BUMRBl£tlB'r*. 
0163] 

HJ6#I] *fgM<7)Hlil5<5y^. 0j5^#B8LTltt^-ri)o 
[0164] (1) BlMfliM 

022*5,1:1/ 02314. *&W0)WS-\<0m&M$:ltlW$-Z>tzth0>mT'&Z> o 
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[0165] *nmm\t. ±ftO&l<Dnm<»r*ffiiizm%^itmm&. &mMtt$^DES(.Data Encryption Standard) 

[0166] DESBB^dOl^TIS, BTHandbook of AppliedCryptographyJ (A. Menezes. P. Oorschot. S. Va 

nstoneg. CRC Press, 1 997, ISBN 0-8493-8523-7)pp. 250-259jHC8¥L<2E^£>*lTl^o 
[0167] ZZTIi.^-T, m22^mi^XDES(DWii^<J>Wtm^yr^o 
[01 68] DESI*. l^^ryi- i)>7®l221 Ok. <?— $r*&3S1522 20<t£fiixTl'*§o 

@X>7-va.-U>-5 r g|5221 01*. 64tf'VhCDIlB : ^<b$8£A; + J<tU 1 6<ia)48e-vh>t'ffl^K , ~K 16 £tii*J-r£>o 

t- *«LSg|52220l*, *D»|$EMlP<!:. S^HSIP- 1 ^, 1 6^<7>F|fJl!a<k£<f *Tifcy. 64e-yh<D¥X<bS?|7.>b-v^-U> 
yg»221 0frt>tfJ*]£*l.&1 6<@0>48tfyr-<D4>fH^K , ~K 16 £A2l<!:U 64t£y\-(DS§^^liitsi-^ 0 

ZZT*IPfc«fei;iP- 1 l*^«)^«)t.tlT^i)t*->h(DMt;#7e^fT5iaSa-C-fey . 1 6^<DF|y|S8rt*32b:-;/r-<D-T-'5' t48t*-vh 

<Dr-^^A^<tL32e-yh<D J r-^ai*-r'5^4r3^t.n/cB8!!a-rjfe'S. 

[0169] ^FACDBt^tli^^^dl^tpti-So 

[0170] ¥Xi*> towmmptfrnzixtzm^ ±&32tf -;/H- 0 <>:T<a32t:^r-R 0 t\zftmz*x%> 0 

ZOLq fc^tfR,, fr<=>. ^iCIC^oTL, , R,. L 2 , R 2 , L 3 , R 3 . L 15 , R 15 . L 16 , R 16 7!><±J$£;h.<S>o 

^cfc\±i3<7)L 0 , r 0 . l, . r, , gntrjo^ra^r— S'fBHSBisiflaxr'fflT— 5ficis^-r^, 0 

J0171 ] 

[0172] CZ-C»n=1, 2, 1 6T?&£o 

fcfc. ±3t<DIB^-FI±. DESCOFBIift^aLrL^o 

[0173] DES(D16®(DFMmts£'frtmCm&&ft-li>32tfyb(D7 : -*R n _i t^X>r^-«J>-ifg|J221 Octyffi* 
^tl-548t*>vh(D4 J M®K n <h£A*<tU 32t*^hO) J f— 5$ttiJ3-rZ>. 
±5t£l6@iIBrf&Z<>:lc < fcoT#£;h^=L 16 ^^ 
$IKaiP _1 ^SS-rci:lcJ:oT.64ri^h<Daa : -^S:A^t>+t§o 

[0174] gi23ic. ^mmmo>nst^7fii-o 

[0175] @23lCt5^Tfifi^-eH**tf=SP^( ^123*0)231 0-2380) A^DESOTBf^bCDM^^lC^tfK^ 

[0176] jutic. 022^1; llI23^Slc.*|lM<D«)$^3«fetXi!l^lc^^^rl^^^-r■5o 

[0177] &?®tbiz, A*^ST'<fe§IC+J-h'-«J— y-^^.fcy^x^ATj^n^o 
¥Xl**D«8feMlP^»te^*i<^^lc.±{432t*-vhtT<i32t*->hi:lc^ltP,n-5)o 
-0) B#£TJ>f IB] 7 s — $»#J{JP¥K#i"¥tfffi £*t6o 

^fffl^— ^ffiW^fSI*. a«fe^fiESS^t>2OOSLI»r 0 fccfct/r, ±{432t*-vKD7 i -^tai!&r 0 <t<D8MtiHW 

liajfO^«!:ofc!igS^L 0 icft^U 0230)231 0#R§). T<432t*->h(0f ; -'S'<»:a!!ar 1 <!:<D$teMIfcJl»£<kofd£SI 
£R 0 (=*§*rTr<l>( 023<7>232O#!«|)o 

[0178] ^fc,n=i. 2, -. 16 ic»u aiTomwm^m^^o 

[0179] 
[»2] 

!r, (n= 1,4,7,10,13,16 <0B*) 

ro®r, (n = 2. 5,8, 11, 14 «r>8#) 
ro (n = 3, 6,9, 12, 15 OB*) 

[01 80] R n „i 0)mt<L n Icjg^tl*. 

m^T,Si;«t'r B lT f — S'f)J(W^|g^P¥t/ffi*tl.R n . 1 <tr*<»:(D^ftl2Mliia?a^<»:e,tV^( 02302340. 2360. &J:lf2 
380#ffB) 0 

)ik±(D^m^M. FM&^OAtHtR^ kK n t&)+ SL3»*^EA^m**tLi)SLiar* \z&nLXl*tZl^kti<m 

[0181] FM&<Dm<mij2*i&t. *mt- tum^fSitfmHiiZti. nitFrnmottititsLmr* tomnktommm* 

,tt>*t£>( 023CD233O, 2350. fc«fctf2370#B8)„ 

[0182] ±IBlS^^16l5|iiiyig-rz ( klCj:or»f)tl-l)L 16 i:r 1 kOmttltommm$:t^tzm$:±i<L32tfvbtU R 16 <tr 0 
£r, <t^l*tefl<Jllia«^i:ofcfii^T<432e yht-rS64t*>yKDT— SMc, g*|^aiP H A^nfc64t*^h<7)T J -^ 

[0183] CCD^^ftSBS^Xfi, <Pffi-T-$$mtt-?&1L&lr 0 fccfctfr, , iSSB#ffl£ ft|(&p-r<5i§Li8[. fciitflCS-box 

[0184] (2) m20)||Jte«IJ 

024. 025. ti&lf 026I*. ^HW(Dm2O>||]5l5«l|^lftB^-ri.fctf)(D0TJ<fc«>o 

[01 85] *nmmit. ±m<Dm2a)mmo)mmizm^v§^itmm^. &mmvm i ^RC5-32/i 2/1 eizmmuzto 

[0186] ^ffc. RC5-32/1 2/1 60)T;HfyXA<7)i¥$ffllC||Lri*, ±IB(DrHandbook of Applied Cryptograp 
hyjOpp. 269-270lc5E><C>*tTt^o 

[0187] ZZT-l*,£-f. 024*5 £1/ 025£#fiBLTs RC5-32/1 2/1 60>MfE£«t!&-f -!>. 

[0188] RC5-32/12/-16(i. 024IC7jrr <t5l-. 1 28eyKDBf^t@2420£ffll^T64tf-;/ha>¥:fc241 0£64 
\z*vbO)^X2A50\zm.ti&Z>T)\'Zii)XL.X-1hZ>o 

[01 89] RC5-32/1 2/1 6I±. ^-^3852430^:. fit^:@±JilcgIJ2440t^^LTt^*o 
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[0190] &*®£fi!cSP2440l*. 128eyh<7>Bf^bi8242O£A*iU26®(©32e'Vh<DJ£*i8iS 0 . S, . S 25 £ 

[0191] ^-^3^24301*. 64e-yh(D¥X241 0tsfo*:M£.j£$l2440(Dlii*>S 0 , S, , -. S 25 <h£A2l<fcL, 6 

4e-vh<DBf ^Si2450$ HI *-Ti)o 

[0192] T— 5f«iaai2430l*,^<7)«fe9lCi!|f^-r-5 o 

[0193] AA£*t/i64tf-:/htf>¥:£2410l*. ±{i32e<vhA£Tft32e<yhB<fc(c#fi)£;h,&o 

AtS 0 t(D2 32 &£kir&mi!nn)tfk**l> *0)ifcmtfnZtA\zVtA2*l&( g|24(D2431#!S!) 0 
BkSik0)2 32 &£fr&%\tfkZ>*l. 1:(7>mmtfmfBlZi>i\2tl&( 024<D2432#RB) O 

Afc«fci;Bi*. ^>mwim i**t£>ge&£i 2[sii@ffl£;K-5o 

[0194] Bg^X2450li. ^^KIBftfcl 2MfflLf::&0>A£±<a32tf>vh<tL.-C#*>> B£T<i32tf«vh<!:LTi#064 

[0195] mimmzmm^ti^o^mmt.A, b, s 2j . fcj:i;s 2i+1 ^A*tLTAfc«i:i;Ba)T j -'S»<DHSr^mvMSr 
[01 96] ifciz. ®m S iciiffl$^7^>KKiaa)«^^ift^-ri.o 

[0197] HilHieiCjgffl^^'^KIISfifelr.fe^Afcctl/BCDSESflis ^xtlCftoTfTfrtt-So 

[0198] 

[»3] 

y» = ((A S> B) <c B) + Sk 

[0199] ZZT% r + jli2 32 ^Ji^*fQ^L. rx<<<Yjiixa)Ye«>hia$E^aLTL^o 
[0200] 025£#Rf!-r<i>£. *M)fc, A(D5g|lr/)^t5tl§o 

*-f , A*AliB<he«vhg<B$fd!ftffcafQ2510£££*u -5-0)!S^A<AlcSt;t&$l«I^So 

Al*. Bfc^HZ>£tf-vh[Hlfn2520£ljt5$;h.. -£(D*£Sj!><IStf Alcteftteft&o 
g&lc. Ai:fi£Ag|S 2i t(D2 32 ^ < !:-r^)iH]2530^«!:^. *<Dfig£;&qgSlr&<&A<D{I<!:fc£ 0 

[0201] MOT. Ba>X*rft<fr:b4i&. 

£t\ Bi*. siif^(nA < !:e^hSw»ftewitafa254o^t^^<7)^A<Bi=iiut»^Hi.o 

Bli. At^hOS e-vhls|$E2550^ Ife^tt, -5-<7)SSSA<Si;BIC*&$A^-i)o 
[0202] ^HfiE^li, A*^Mfc«tt;iti*^B<tLric*-K- l J-^ T-$tm%iW.te&TSzru J 7 s iK£tem 

mi/vx^Ri , R2o>wfl5fp, e^hisifE. evme>®fetommmm£tmLtzmm&&TRi&tzitR2izftito-?z>ki^ 

[0203] JfclC. ®26fl)3SEtT.@i @24;fcJ:tf @25<t£»C. *3lffi<W<D£{*MfcK)fNcoOTi¥^ICI&l?Ht-£o 
[0204] @260>3UlEII::fcOT. R1. R2, R3, R4&£tfR5l* J r—'. S"tS32e<vh<7>3lfflUe;x^^LT*jy » *fc«IB 

^Ri^Ri+Rjjli;J^ffl^s?x^RiiRjt^*DffLfeiig*^lfffclciafflu^^Rilc^&if(l^•rs^^$aLr^^•i>o 

0264 5 a>'"Ri— Ri< < ^jJ^lCOOTfcleHf \zf&mt 

[0205] *Hli6^JI4, zi>tf j.— ^A<fr5rRi+Rjjfc^OJrRi<<<Rjjl|(DUvX^W;1l®(7);1ia[^m^Rifc«fcl/Rj(0<!: 

[0206] jUa^S^^^^SLSfelcft^LT^^-t+SZtT^ «^^Ii|^LfcJi^<Z)>i*a*<D^<b3!)<. 3lfflU'vX^ 
Ri<DfI<Z)^blCj;§tCD&(DjK;flfflUvX$Rj^ 

[0207] *l|]ME«ii(7)ii!)^a)Piiffl<ciJiW^^5. 

[0208] *HS(E<5IJTI*. $-r*D*>l=, A*!gB£®i:TBt^MagSI::¥:*A<te^£*t<5( ®260>*rr>y^D1) o 

[0209] ¥3t^B§ mtwmmmizAijztxhk. m^tmmmm\*m.misi>x$Ri tznam2 32 ^;it-r-5fa)243i jb< 
*i7Lfe^<z>A(Dfs^«rtL. m.misV*$R3iztom2 32 £mk?zm)2432tmTLtz'&(DB0)m&ftM-?z>o 

&tz. ^>m&<Dnft®m&1J^>h?h&&rW£fttoT&(7.TVZfD2) 0 

[0210] #C: v Bi*HbfflUlgBli> 025IZ^$tt'S : 7't7>KM^251Ofc*i;252O|C^PS-r-Sl||^||fTL, 
3lfflUvX^R2ICS 2r .^*&!iirt-rS„ 

[021 1] ^<Z>B#jST% £tt#d£{&J^IS:jb<P¥tfaj£*U R20>«ft-t.5S 2r (Dfit<!:R1 0)«J#-r*A<Dfii<!:<Dfa(2 32 ^;4J: 

^£ifo)2530£^fcl+irii£££R1fc£i;R2a>£^fCte^ 

3fcJ:tfD4)o 

[021 2] 026O)X^^ , D4l-fcL^a!!S(Dfil7b<0l!&T*fcofcJi^lCl*. R2tR1 ia>fa(Dl+**Smi*R1 dfc&teft 

Bg^b;1ijr^J&l*^^ 
0£frLV ^t*«vhI=l$E2550A<*l7LfcB#^lCfcl+-5,Ba)fiI^R3lr4S«ft-r«.o 
[0213] £t>IC. R4l-S 2r+1 <Dfit£*&*rtU R3,bR4<k0>*a£R3f::te$frr.& o 

JJl±OD«ftlC«fey, 7-7>KBI!!»jiffl^(DAfcJ:i;Ba)ffl7!)<R1 fc,fcim3lcteSrt£;h.&(;Vr>v:?D5)o 
[0214] X^-y^D50)«iaA<*ITLfcc:i:l=<J:ori S^^h'BI&tfJ&atf^-r&o 

C5-32/1 2/1 6A<M-r^ : 7'7>KMi!a(DlHjiaiT&-l)1 2t^LA^fcli^lCli s m*^BA^B§#Jt^aj*LT«V 
a^Kil7-r'5(XT^D9) 0 

-e-HW^CDli^lcli, rlC1 £AD;UX^?D8K *O-)t^>Klll?l&£toat-$fctolc;Vr-v:7^3ICii£ 0 
[021 5] X^«V^D4l=fcLNTa!!»A<<a3aT$)Ofcii^lCl*s R2,tR1 t<7)ft0>tm%£m\tR2lzft®l2tl& o 

[0216] si#i^T,iii#<b&ai£Bi*70>Kiii$!u&#te^ 

fn2550£m\ £t*'VhI5l$c2550^»l7Lf=l^^(CfcltSB<Dfll$R3lC*Sfft-r§o 
[0217] $t>IC % R4(CS 2rt1 0>fii£t&iiflU R3tR4<t(DfQ^R4|ct&^-r^o 
W±<7)t£ftlC<fcy % ^>hl!Si»iIffi&0>Afc^ 
[0218] #(C s *^:?D7(Dit££l^lflc£»r0>^^ 

^BA^Bf^X^ai*LTM^7-r'S(X^^D16)o _ 
*tDik9\-0)m-£lz\t. rici $»n^(X^y^Dl 5), t?-JK^>KH**tta**fci&l=XT-'^Dl Olciftfc. 
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[0219] XTVZfDI OT'li, ?0>£M&^<DA7lAte&ZfB<Dmtf*ft*ftR2te&lfR4\Zftto£tiXl^ 0 

vsmtwkm&wte. i2i25ic*$ni)^>Kiiiaa)^ftiiMifeaio25i ofcj:i;3Ee-vhis]i£252o^^^L. *&i=3ub 
i^vx^ri izs 2r ^ts«rt-r*o 

30££ofcitgii£g£Rlfc£tfR2(&^£Ktel^ 
Do 

[0220] 026(DX J r«v^ , D1 1 izfc^Tft&WMA^SrCfc-ofcii^lcli. R2<tR1 ±r<Dfa<Z>ttg$£*l*R1 l-*&M^tv 

ffei^T, Bg^bStii^Kfi^^K^ 

^e-yhlHllE2550A<fl7Lf=I^^ICfclt§B<D{i^R4lC^-r^ o 
$b(CR3(cs 2r+1 (Dfii^^U R3tR4ira>fa^R3lct&$ft-r-5 0 

&L±<omm^ L )> ^o^M&mmiknAts&ifBomtfR-i ts^iSRsiz^^^^^zfo-i 2) 0 

[0221] ^TVZfDl 20«&a*<ii!l7LfcZtlcJ:oT1 @fl)^>KH*©M*<»7f«. 

C5-32/1 2/1 e^a-r^^^^Bflaaoiisft-cife^i 2<t^Lfrof-it ^cn*, tt:&£®A^i©*§-:a:£tH*iLT4!ii 

S^Sil7-r'i>(X^^D9) „ 

[0222] Xt'^DI 1 lrfc^TSL»A<ffiS!aT-fcofr^^lCl*. R2<tR1 t<D%HDim&%\*R2\Zteto2*lZ o 

3i£i^T,iit^b&a&Bi*7^>hii8»*<&$^^ 

^e-yHl9ll52550A<fl7Lfcl^jSlcfcltSB(Dfit^R4IC^|i|li-rS o 
R3lcS 2r+1 (Dfii^lirtL. R3i:R4i:(Df0^R4|c^iiifl-r-5 o 

ju±a)Sf^iCcky. ^>K^3»jiffl^<DAfcckUJBa)fii*<R2i3 t fei;R4ic^i(«i$+t^(x^^Di 3) D 

[0223] X^^D70Jt^<»:|5l^l3 s ^i»r(7)fit A<1 2 < b3iLl^<t* : 5fr£PK (*/f^D1 4) % *f U*»£(=l*ai 

*8«;&*&i*#£*ttiaLTM£87-rs<x-T^Di6). 

-etvjuno)ii^(=i*.rici^jox(x^^Di5) s t,5-Jt^>KB8i»^«aa-r'Sfc«)(cx j f->^DioicMi)c 
[0224] ±is©7;i,=f'jXAirj:y, ajBt^fiR§6KA<aj*Lfca*«)flti=tt?F-&-r(=« m*«sici*A*¥S:$ii&^b 

[0225] (3) WS3<D§|j5te0l] 

mZ7tS «fctf 028I*. *^(Dm30)||]!i6«>l$-ittB^-ri)fci6<7)ElT-fc-i) o 

[0226] *HJS0!ll*. -hi^£Dmi 50>ll«5a)^®l^^llg#<b-«^e^ . ■^^SHe^RSAlCjSfflL^O-efcSo 
[0227] Jfefc. RSA<07;U=f"jXAlCgiLTI*. ±SH<7>rHandbook ofApplied CryptographyJ0)pp. 285-291 IC 

[0228] CZfli, RSA0)l!l^0)«lS^ittB^-r^o 

[0229] RSAIi512t*yMij£<D20<Df!tifcp, q0>mnt. Icm(p-1 , q- 1 ) (fcf£U Icm (a. b) (*atb<t<0S/h"i>fS3» 

&m-r)tKiMzmx'S>z>me<Dmn, e)t^mutLxn*>. ;iicm( P -i , q -i )<&T-eed=i tu&&oUd%w>mm 

[0230] RSACDBf #<bl*. VKD&^lZftfrti&o 

[0231 ] M&tgmtLtz^W-Xt-t&t, M^Bg^-^bLfc^XCIi^jeiC^oTttS^n^o 
[0232] C = M e modn 

[0233] &tz. Bf mzCfr^HLMZ^-tZttmt. &&X&Z*l$o 
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[012] *mM<»m9<Dnifo<DBm\z&zm^mm<»mf£Zttzrny5mT*ihz>o 

l 013] ^HB^romio<DllJfio)^ic^a^Sa)«jilt^-r^n<v^0T*fe'S.o 
[ 014] *&B.80>sgi 1 a)ii«sa)^fiii^i > a#«iaa)afiE**-r^n.y^0-efc4 o 
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